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Information Governance Committee 
Monday 7 August  2017 at 9.30am  
Room 1, Eglinton House, Ailsa Hospital, Ayr 
 

Present: Mrs Lesley Bowie, Non-Executive Board Member (Chair) 
Mrs Margaret Anderson, Non-Executive Board Member 
Ms Claire Gilmore, Non-Executive Board Member 
Miss Lisa Tennant, Non-Executive Board Member (from Item 5) 
 

Ex-officio: Dr Alison Graham, Medical Director 
Mr Derek Lindsay, Senior Information Risk Owner 
Mr John Wright, Director for Corporate Support Services 
 

In attendance: Mr John Burns, Chief Executive, NHS A&A 
Dr Martin Cheyne, Chairman, NHS A&A 
Mr Andy Grayer, Assistant Director, eHealth and Information Services 
Ms Pauline Sharp, Committee Secretary (minutes)  
 

Welcome: Mrs Bowie welcomed everyone to the meeting. 
 

 

1. Apologies for absence 
 

 

1.1 Apologies were noted from Mr Bob Martin and Mrs Jillian Neilson. 
 

 

2. Declaration of any Conflicts of Interest 
 

 

2.1 There were no conflicts of interest declared. 
 

 

3. Draft Minutes of the Meeting held on 2 May 2017 
 

 

3.1 Committee members approved the minutes of the meeting held on 2 May 
2017 as an accurate record of discussions. 

 
 
 

4. Matters Arising 
 

 

4.1 Committee members noted the action log and all progress made.   
 

 

5. Public Records (Scotland) Act 2011 
 

 

5.1 Dr Graham informed the Committee Paper 3 had been at the Corporate 
Management Team and NHS Board previously.  She advised good 
progress was being made, there was still work to do with there being the 
issue of creating time for individuals within Directorates to help further 
progress.  The main points and issues highlighted were: 
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 The Keeper of the Records of Scotland had approved NHS A&A’s 
plan on an improvement basis, providing an accompanying 
agreement report. 

 Appendix B – Draft Corporate Records Retention & Disposal 
Policy.  In the absence of updated guidance from the Scottish 
Government (SG) NHS A&A has moved forward with current 
version of the Records Management Code of Practice. 

 Awareness Raising - 23 departmental meetings to inform 
Managers of programme of work and awareness sessions 
ongoing.   

 Toolkit created as we speak and rolled out under pilot.   

 Document Storage Audit – On the back of this information going to 
the CMT and request for a clear understanding on the storing of 
documents the Team were developing  a simple guide on what it 
means and would resubmit to the CMT for an update.  

 
5.2 The Committee considered the policy was very comprehensive and 

acknowledged the vast amount of work involved with there being a 
general lack of understanding by staff about this.  Members enquired 
whether electronic storage was NHS A&A’s default and Dr Graham 
confirmed this.  Discussion was held on scanning records retrospectively 
and the challenge that would be involved for medical records.  Mr Lindsay 
noted financial records were mainly electronic and they had held the 
practice of scanning invoices for a number of years.   Mr Burns 
considered there were a number of strands requiring to be clarified in the 
document and work to be done on this e.g. what was meant by paper 
records being stored in a secure central location, this could mean 
different things to different people.  The Committee also discussed if NHS 
A&A were moving to removal of paper then there would need to be 
consideration of scanning facilities.  Mr Grayer was asked to look at this 
and the consequences for the organisation.  Mr Grayer advised a project 
had been carried out, discounting medical records, and there was work to 
be done to improve efficiency.  Issues included the number of staff with 
scanning ability and a universal convention/structure on filing of 
documents.  The Committee also asked if Corporate Retention was 
General Data Protection Regulation (GDPR) proof.  Dr Graham to 
confirm. 
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 Outcome: The Committee noted the progress made with regard 
to fulfilling the requirements of the Public Records 
(Scotland) Act 2011 and would await an update 
regarding the storage of records before approving the 
Corporate Records Retention and Disposal Policy.      

 

 
 
 

 

6. Information Security Breach 
 

 

6.1 Dr Graham highlighted the main points from the paper: 
 

 Information Security Breaches – 3 for May and 4 for June 2017.   

 Information Commissioner’s Office (ICO) had submitted a data 
protection complaint relating to a patient who had erroneously 
received a letter containing information relating to another patient.  
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The ICO are investigating the incident and their reply is awaited.   

 ICO had submitted another data protection complaint concerning 
issues or sharing personal information with a third party.  Again 
the ICO response is awaited. 

 Spike in potential FairWarning breaches in June 2017. 

 Paper 4A – Landauer – Data Security Breach Progress Report – 
NHS Lothian were drafting a Data Processing Agreement to be 
put in place between NHS A&A and Landauer and this would be 
replicated for other NHS Boards.  This was a progress report and 
a final report would be submitted to the IGC once all the detailed 
work was complete.  Dr Graham considered this was a good step 
forward.   

 
 Outcome: The Committee considered the findings detailed in the 

report, looked forward to replies from the ICO on their 
submissions and a further progress report on the 
Landauer Data Security Breach. 

 

 

7. Freedom of Information 
 

 

7.1 Dr Graham provided an overview of the key messages advising 92% of 
enquiries had been responded to within time scale and there had been an 
improvement from January to March of 87%.  Previously Dr Graham had 
highlighted staffing issues.  To address these there had been a re-
organisation of where the FOI Team sat, facilitating a larger team but still 
led by Ann Wilson, Freedom of Information Officer although to ensure 
compliance was progressive this was still being looked at.   The 
discussion was opened out to the Committee.  The Committee were 
reassured following the PriceWaterhouseCoopers (PWC) audit that their 
only recommendation had been to update the policy and that this had 
now been done and presented to the IGC.  Miss Tennant enquired about 
the knowledge of staff across NHS A&A and whether all were aware that 
all FOI enquiries must go through the FOI Team.  Miss Tennant was 
reassured that the protocol for dealing with FOI enquires was widely 
distributed in numerous formats. 
 

 

 Outcome: Committee approved the updated policy. 
 

 

8. Integration 
 

 

8.1 Data Sharing Partnership 
 

 

 In the absence of Mrs Jillian Neilson it was noted that the Data Sharing 
Partnership had not met and that a paper had been drafted to go to the 
Strategic Planning and Operational Sub Group (SPOG) on how to make 
the group more effective.  The Committee to be updated at the next 
meeting. 
 

 

 Outcome: Committee agreed to accept update at the November 
meeting.     
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9. Model Publication Scheme Monitoring 2017 Results 
 

 

9.1 It was agreed to carry this forward to the November 2017 meeting. 
 

Dr G 

10. Internal Audit Report on IT Security Periodic User Access Review 
Plan 
 

 

10.1 Mr Grayer talked to the paper which had been requested at the previous 
IGC to provide an update on processes undertaken to address the issue 
of staff leaving and organisation and the appropriateness of staff access 
to key IT systems.  He advised significant progress had been made since 
the last meeting and in particular with regard to leavers.  eHealth now 
receive a daily feed from Human Resources (HR) Team identifying staff 
leaving in the future, this allows staff to set future expiry dates and 
accounts to be disabled for 2 weeks prior to account deletion.   A 
Security Inspection and Event Management (SIEM) platform has been 
implemented.  Appendix 1 detailed the responsibility of Line Managers in 
reviewing their staff’s access etc.   
 

 

10.2 Mr Cheyne asked what the procedure was in relation to staff that may be 
suspended or going through the Grievance process.  Mr Grayer advised 
if a staff member was suspended then normally eHealth would withdraw 
their access immediately.  As for staff involved in the Grievance process 
eHealth would seek the advice of HR and then make a decision based on 
this.   
  

 

 Outcome: The Committee considered it very helpful to see 
improved processes in line with discussion at 
previous meeting.  

 

 

11. Cyber Attacks 
 

 

11.1 Mr Grayer updated the Committee on NHS A&As preparedness to deal 
with cyber security issues and malware attacks following the recent 
Wannacrypt global malware exploit.  He highlighted the following points: 
 

 In terms of comparison with other Health Boards NHS A&A 
performed very well with the SG encouraging NHS Boards to 
adopt our processes and procedures.   Good lessons had been 
learned. 

 This does not happen by accident, lot of work to robustly protect 
with challenge as going forward.  Paper set out the requirement 
for continuous investment in this piece of work. 

 Management of risk on devices (solely down to medical devices) 
running on Windows XP to ensure they are secure with Microsoft 
no longer providing security updates or technical support.  The 
Committee were re-assured this risk was being managed. 

 Issues across NHS A&A and nationally with support for Microsoft 
Windows 2007 ending January 2020 and Office 2007 ending 
October 2017.   

 SG looking at options and possible use of cloud technology. 

 Number of devices within NHS A&A not able to support Windows 
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10 although recently purchased devices all have this ability. 

 Dr Graham agreed to come back to the IGC with a paper detailing 
the significant risks and impact for NHS A&A.  Mr Grayer advised 
he could provide a paper and presentation at the next meeting.   

 

 
AG 
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11.2 The Committee asked if NHS A&A should be investing in a desktop 
strategy and emphasised their vulnerability if they did not.  Mrs Bowie 
wished the IGC to have a full discussion on this going forward.   
Members considered it important to build in resilience for the future to 
device stock and mentioned the possibility of a workshop to discuss the 
implications for the organisation across all the Ayrshire sites.  An update 
on arrangements and structure of workshop to be provided for the 
Committee at the November meeting.  Dr Graham advised papers would 
be going to the CMT in September detailing risks to the phased migration 
of device stock to Windows 10 and the underlying infrastructure to 
support this transfer.   Mr Burns encouraged members to consider the 
bigger question and prioritise across the board.    
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11.3 Mrs Bowie, on behalf of the Committee and NHS A&A, wished to thank all 
staff involved in mitigating the Cyber attack in May for their willingness to 
work throughout the weekend to ensure our systems were not infected.  
She also acknowledged the dependency NHS A&A had on the team.  Mr 
Cheyne sought the assurance of Mr Wright that the Board’s thanks are 
passed on to his staff.  Mrs Bowie asked that a full discussion be held at 
the next IGC in November regarding potential ways to reward critical 
team members in these types of circumstances eg call out payments, 
triggered after 4 hours and paid in 4 hour blocks and to have a proper 
Strategy and not just depend on the good will of staff.  She also 
congratulated the Team again on the positive response from SG holding 
up as standard of good practice the work done by the eHealth Team, 
NHS A&A. 
 

 

 Outcome: The Committee welcomed the update and looked 
forward to a future report detailing the risk 
management of future migration of systems and 
arrangements regarding workshop  

 

 

12. Internal Audit Report on Information Governance 
 

 

12.1 The Committee discussed the internal audit report on Information 
Governance.  They considered it a good report with an overall report 
classification of Low Risk.  It identified a number of areas of good 
practice including the fact that all findings from the 2011 Information 
Commissioner’s Office were adequately addressed and that an Action 
Plan had been put in place. The FOI Officer was now within Information 
Governance and supported by three Information Governance analysts to 
deal with FOI requests.  Also that a process change had been made in 
January 2017 in recording information requests.  There had been a 
finding of medium risk regarding the need for the review of the FOI Policy 
(2012) and to make changes to procedures where applicable, this was 
now complete (see item 7 above).   Mrs Bowie welcomed the work of all 
the FOI team in ensuring the FOI response times had improved.   
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 Outcome: The Committee noted the Report and considered it a 
good account of progress made. 

 

 

13. For Information 
 

 

13.1 Information Governance Pan Ayrshire Group 
 

 

 The IGC noted the draft minutes of 17 May 2017. 
 

 

13.2 Information Governance Operational Delivery Group 
 

 

 The ICG noted the 12 April and draft 14 June 2017 minutes. 
 

 

14. Any Other Competent Business 
 

 

14.1 Mr Cheyne thanked Mrs Bowie for her dedication and work as Chair of 
the Information Governance Committee and advised she would be 
stepping down from this Committee to focus on other activities within 
NHS Ayrshire & Arran.  Miss Lisa Tennant would now be the Chair of the 
IGC.  
 

 

15. Date and Time of Next Meeting 
 

 

 Monday 6 November 2017 at 9.30 am, Board Room, Biggart Hospital, 
Prestwick 

 

 


