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Important information for all staff

stop press

Working together to achieve the healthiest 
life possible for everyone in Ayrshire and Arran

Our purpose

11 April 2017Malicious emails 
– urgent message 
from IT security
The purpose of this stop press is to 
remind staff to be vigilant around 
malicious emails and cyber attacks. 

NHS Ayrshire & Arran staff continue to be the 
target of malicious email campaigns and cyber 
attacks. This has resulted in a number of NHS 
Ayrshire & Arran staff receiving emails about 
invoices, debt collection, deposit payments, DHL 
deliveries and mobile telephone bills. These 
emails can be identified by the following:

•	 they may contain a .doc, .xls, .xml attachment 
or links to websites;

•	 they may advise that the receipt or remittance 
advice can be found in the attached 
document; or

•	 the sender is a random name which is likely 
not to match the email address.

IT Security have controls in place to block 
malicious emails, however there are occasions 
when certain emails are difficult to block as the 
senders and content of these emails change 
frequently.

The links or attachments, if opened, may delete 
or encrypt your files from your local PC or shared 
drives making them unreadable. 

Despite previous communication, some staff 
have continued to open malicious emails, as 
well as attachments, resulting in the PCs being 
infected by malicious software. 

To help combat malicious emails, please follow 
these recommendations:

•	 If you do not know the sender of an 
unsolicited email message, do not open 
it. You must delete it from your inbox and 
deleted items folder. While most spam emails 
are usually just annoying text, these particular 
emails contain a malicious payload and/or 
other exploit that could steal information.

•	 Never respond to any spam messages, 
open attachments within it, or click on any 
links in the message. Avoid clicking on links 
or opening attachments in emails from an 
unexpected, unusual or unknown sender.

If you receive a suspect email or inadvertently 
open such an email, you must immediately 
contact the eHealth Service Desk on 01292 
513355 for further guidance.

http://athena/kmeh/eHealth/itsecurity/Pages/MaliciousEmails.aspx

