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Area Laboratory Patient Confidentiality Information 

 

Ensuring the confidentiality and data protection of information 

In addition to professional guidance issued by bodies such as the General Medical 

Council and the Health and Care Professions Council the laboratory service must 

adhere to Protecting Patient Confidentiality NHS Scotland Code of Practice on 

protecting patient confidentiality and the Data Protection Act 1998. The laboratory 

services works very hard to ensure the safe and secure storage, use and 

management of information. We regularly review our policies, procedures and 

practice to make sure it is kept up to date. 

 

We ensure the confidentiality and data protection of information in the following 

ways: 

 

We provide our staff with confidentiality training 

All of our staff undertakes specific training in confidentiality. This training helps staff 

to follow the rules that govern the care and release of confidential data. 

When we recruit new staff, they are required to undertake Corporate Induction, 

which includes undertaking NHS Ayrshire & Arran’s Information Governance 

training. On employment of new staff they are required to read, agree and sign a 

confidentiality statement. Local induction also includes a detailed briefing on 

departmental processes for ensuring the appropriate levels of confidentiality and 

information governance.  . 

 

We have a Caldicott Guardian 

We have an individual who is the ‘Caldicott Guardian’ for our organisation. Within 

NHS Ayrshire & Arran this is the Medical Director. The job of a Caldicott Guardian 

is to ensure that we take all appropriate steps to protect the confidentiality of patient 

information. The Caldicott Guardian is responsible for advising on, agreeing and 



reviewing protocols governing the protection, use and disclosure of patient 

information. The Caldicott Guardian leads a team of Information Governance 

experts, who specialise in confidentiality and data protection. 

 

We follow the Data Protection Act 1998 and Protecting Patient Confidentiality 
: NHS Scotland Code of Practice and Caldicott Principles  

Our organisation has a Data Protection, Confidentiality and Privacy Policy which 

details how NHS Ayrshire & Arran will meet its legal obligations and NHS 

requirements concerning data protection, confidentiality and privacy.  

 

http://www.nhsaaa.net/media/356893/20151126dpppol.pdf 

 

When we have to use information that could identify an individual 
 

While many laboratory tests are performed within the Area Laboratory, for some rare 

or complex tests patient specimens may be sent to specialist laboratories elsewhere 

which have the necessary expertise. In some cases there will be only one specialist 

laboratory in the whole country which performs a particular test, meaning using 

referral laboratories is essential. 

 

There is a detailed policy in place to govern how we choose these referral 

laboratories. Referral laboratories are selected for their expertise and their quality 

standards. We regularly check their accreditation status, which gives us assurance 

that they have procedures in place for the protection of information and the safety of 

our patients. 

 

We also have a specialist laboratory within the Area Laboratory and we receive 

specimens from around the country. Therefore our laboratories have procedures in 

place for the protection of information not just from the patients from our area but all 

patients from around the country. 

 

http://www.nhsaaa.net/media/356893/20151126dpppol.pdf


When specimens are sent to a referral laboratory we need to send some 'patient 

identifiers' such as name and date of birth. In some tests it is essential to send 

further information, for example, symptoms or travel information, to allow the referral 

laboratory to interpret the results for our individual patient. In some tests ethnic origin 

and family details may need to be shared with the referral laboratory. 

 

Consent to a specimen being taken and analysed is given by the patient presenting 

at the point of specimen collection. The responsibility for obtaining informed consent 

for the test(s) resides with the medical staff ordering the test. Informed consent 

should cover all the tests being undertaken, implications of the results of these tests 

and the disclosure of clinical and personal details to appropriate healthcare 

personnel. It should also be noted that healthcare personnel have password 

protected role based access to secure electronic systems. 

 

If you would like more information 

The NHS Ayrshire & Arran website provides polices and information leaflets which 

can be accessed on NHS Ayrshire and Arran website   http://www.nhsaaa.net/  

For more information on patient confidentiality, contact Information Governance on 

001563 826813/25897 or email informationgovernance@aapct.scot.nhs.uk 

For Laboratory specific enquiries contact Gary Collins, Quality Manager, on 01563 

825140 or email Gary.Collins@aapct.scot.nhs.uk 
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