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Information Governance Committee 
Friday 28 October 2016 at 9.30am  
Board Room, University Hospital Ayr 
 

 

Present: Mrs Lesley Bowie, Non-Executive Board Member (Chair) 
Mrs Margaret Anderson, Non-Executive Board Member 
Mr Bob Martin, Non-Executive Board Member 
 

Ex-officio: Dr Alison Graham, Medical Director 
Mrs Jillian Neilson, Head of Information Governance 
Mr John Wright, Director of Corporate Support Services 
 

In attendance: Ms Denise Brown, Assistant Director of eHealth 
Mr John Burns, Chief Executive, NHS A&A 
Mrs Angela O’Mahony, Committee Secretary (minutes)  
 

1. Apologies for absence 
 

 

1.1 Apologies were noted from Ms Claire Gilmore, Cllr Hugh Hunter and 
Miss Lisa Tennant. 
 

 

2. Declaration of any Conflicts of Interest 
 

 

2.1 There were no conflicts of interest declared. 
 

 

3. Draft Minutes of the Meeting held on 24 August 2016 
 

 

3.1 The Minutes of the meeting held on 24 August 2016 were approved as 
an accurate record of discussions, subject to the addition of 
John Burns at Item 1.1, Apologies. 
 

 
 
 

4. Action Log 
 

 

4.1 Item 5.2.1, MetaCompliance – Dr Graham would review this item so 
that Committee members could identify completed actions and areas 
requiring further work.     
 

AG 

 Item 6.1.2, Information Security Breach – Mrs Neilson reported that 
brightly coloured paper was being used to identify handover sheets and 
staff were being asked to sign and date SBAR sheets.  Committee 
members agreed that an audit should take place in six months time.   
 

 
 
 
JN 

 Item 6.2.2, General Data Protection Regulation, Gap Analysis – 
Committee members noted that this action was in progress and would 
be reported to a future meeting.   
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 It was noted that all other matters arising were either on the agenda or 
complete.  
  

 

5. For Assurance 
 

 

5.1 Corporate Risk Register 
 

 

 Dr Graham provided a report detailing progress in relation to risk 
management activities led by the Risk Management Committee.  She  
outlined risks related to Information Governance on the Corporate Risk 
Register.   
 
Committee members were advised that there were two Moderate risks 
allocated to the Committee, in relation to Service Business Interruption 
(cybersecurity) and compliance with information governance.   
 
It was noted that the risk relating to Patient Experience and the 
interface between primary and secondary care had been de-escalated 
to an operational risk.   
 

 

 Outcome:  Committee members accepted the progress report for 
the risk management arrangements; approved the 
Information Governance corporate risk register and 
were assured by the process involved.   

 

 

5.2 Public Records (Scotland) Act 2011  
   
 Mrs Neilson reported that following submission of the NHS A&A 

Records Management Plan to the Keeper of the Records of Scotland, 
very positive feedback had been received and the plan had been 
approved on an improvement basis.   She advised that four areas had 
been identified by the Keeper for improvement in relation to business 
classification, destruction arrangements, archiving and transfer and 
audit trail and an improvement plan had been developed.   
 
Mrs Neilson advised that Records Management Champions were in 
place and they were being encouraged to set up sub-groups in their 
areas to improve understanding about records management.  She 
commented that information audits were planned and work was taking 
place with eHealth to set up an electronic archive for corporate records 
and with Estates to build a corporate records archive for physical 
records.   
 
Mrs Neilson advised that the responsibility for destroying physical 
records beyond their retention period lay with departments and 
ultimately the Chief Executive.  She commented that the introduction of 
a business classification scheme would improve transparency in terms 
of records management and reduce duplication across the system.   
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 Outcome:  Committee members welcomed this very positive 
report and commended the Information Governance 
team for the good progress made.  Committee 
members requested that a Records Management Policy 
is developed and submitted to a future meeting for 
approval.   

 

 
 
 
 

AG/JN 

5.3 eHealth Development Plan 
 

 

 Ms Brown provided an update on the current situation regarding the 
progress of programmes and projects being taken forward as part of 
the eHealth Development Plan.  She commented that the report 
contained graphical data outlining the progress of programmes and 
projects using a RAG system.  She advised that the eHealth Steering 
Group was responsible for monitoring the delivery of the agreed project 
outcomes as set out in the Plan.   
 
Committee members were advised that Acute Laboratory Order 
Communications was a particularly challenging project which had been 
given Red status due to slippage and this project would recommence 
following the Trakcare T2016 upgrade.   
 
Committee members noted and were assured by the additional data 
provided to monitor the progress of programmes and projects.  
Committee members requested that up-to-date information is provided 
in relation to the completion status.    
 
The Chief Executive advised that the eHealth Steering Group was 
aligning eHealth activity to the Transformational Change programme 
and the Group was challenging areas where this was not possible.   
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

DB 

 Outcome:  Committee members noted the report on the eHealth 
Development Plan. 

 

   
6. Papers to Note  
   
6.1 Information Security Breach 

 
 

 Dr Graham provided an update on information security breaches which 
have occurred within NHS Ayrshire & Arran.  She advised that there 
have been no information security breaches reported to the 
Information Commissioner’s Office or Scottish Government during the 
reporting period.   
 
Dr Graham recalled discussion at the last meeting about the insecure 
handling of SBAR handover sheets and she assured Committee 
members that this learning had been taken on board, however, there 
were still some improvements required in relation to night handovers 
by medical staff.   
 
Committee members welcomed the downward trend in the number of 
staff identified through FairWarning as having potentially 
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inappropriately accessed patient information between June 2013 and 
September 2016.   
 
The Chief Executive commented on the increase in Caldicott, 
Confidentiality and Data Protection incidents reported on Datix 
between 2014 and 2016 and asked Mrs Neilson if there were any 
concerns to report.  Mrs Neilson advised that the majority of these 
incidents were due to human error and she commented that staff were 
increasingly more likely to report incidents.   Mrs Neilson would review 
these incidents to identify any particular themes or issues and highlight 
if any learning is required.  Dr Graham advised that consideration 
would be given to issuing a learning note in relation to broader 
information governance issues.        
 

 
 
 
 
 
 
 
 
 

JN/AG 

 Outcome:  Committee members welcomed this positive report and 
the behavioural changes made by staff as a result of 
FairWarning.   Committee members emphasised the 
need to continue to remind staff of their obligations in 
terms of information governance.  

 

 

6.2 IT Security 
 

 

 Ms Brown provided an update on the current situation regarding IT 
security measures, including cyber attacks, and the controls which are 
in place to mitigate these risks.  Committee members were advised  
that simulation software was being used to send out simulated emails 
to assess the level of understanding among staff in relation to cyber 
attacks and identify any learning required.  Ms Brown would submit a 
progress report in due course.   
 
Ms Brown reported that the eHealth Steering Group had discussed 
issues related to the use of NHS Ayrshire & Arran’s public wifi and 
control measures had been recommended in relation to access and to 
prohibit the connection of certain devices to the Board’s public wifi.   
 
Ms Brown advised that IT security had been assessing new software 
which would encrypt emails containing person identifiable and 
sensitive information and allow these to be sent to insecure email 
addresses.  She commented that agreement had been reached with 
North Ayrshire Council’s IT Department to progress this and work is 
underway to agree similar arrangements in East and South Ayrshire.   
 

 

 Outcome:  Committee members noted the IT Security report. 
 

 

6.3 Freedom of Information 
 

 

 Dr Graham provided an update on the routine activity report for the 
Freedom of Information (Scotland) Act 2002 (FOISA) and the 
Environmental Information (Scotland) Regulations 2004 (EiRs) for the 
period April to July 2016.  It was noted that 87% of FOI requests were 
responded to within the statutory timescale during this period.   
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Dr Graham advised that the FOI officer had transferred to the 
Information Governance Department in August 2016 and with the 
addition of another member of staff within Information Governance, 
there is now capacity to provide cover during periods of absence or 
leave.   
 
Dr Graham commented that there were plans to review the way that 
FOI requests are responded to, to ensure a consistent approach and 
that any learning requirements are taken forward.   
 

 Outcome:  Committee members noted the report and welcomed 
plans to review how FOI requests are handled going 
forward. 

 

 

6.4 Integration – Data Sharing Partnership 
 

 

 Ms Brown provided an update on work underway within the Ayrshire 
Data Sharing Partnership.  She advised that funding had been 
provided from the national Information Sharing Board for basic 
infrastructure to link the three Local Authorities and NHS Ayrshire & 
Arran.  It was noted that network links were in place between NHS 
Ayrshire & Arran and North and East Ayrshire Councils and the link 
with South Ayrshire Council was being progressed with BT Openreach.  
Ms Brown advised that an outline Information and Communications 
Technology strategy had been developed and this would be discussed 
with the Strategic Planning and Operational Group.   
 
Ms Brown reported that a pan Ayrshire Information Governance Group 
had been set up to bring together IG leads for the Board and three 
Local Authorities and a data controller relationship map had been 
developed and ratified by the Information Commissioner’s office.   
 
Committee members were advised that good progress was being 
made in terms of AYRshare and a development plan had been agreed 
and funding for sustainable development resource had been confirmed 
with each Local Authority.    
 
The Chief Executive reported national discussion in relation to 
technology enabled care (TEC) and he emphasised the importance of 
good data sharing arrangements to deliver transformational change.   
Ms Brown commented that there were challenges in terms of access 
and inter-operability at national and local level.   

 

  
Outcome:  Committee members noted the Data Sharing 

Partnership report and requested that a report is 
submitted to the next meeting outlining work taking 
place related to technology enabled care and 
highlighting the areas which the organisation needs to 
address.   

 

 
 
 
 

JW/DB 
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7. For Information 
 

 

7.1 Review of Data Security, Consent and Opt-outs 
 

 

 Dr Graham advised that this report would be submitted to the next 
meeting.  
 

 

7.2 Information Governance Pan Ayrshire Group  
  

Committee members were advised that the draft minutes would be 
submitted to the next meeting.  
 

 

8. Any Other Competent Business 
 

 

8.1 There was no other business.  
 

 

9. Date and Time of Next Meeting 
 Wednesday 14 December 2016 at 9.30am, Board Room, 
University Hospital Ayr 

 

 


