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Information Governance Committee 
Tuesday 2 May 2017 at 9.30am  
Board Room, University Hospital Ayr 
 

Present: Mrs Lesley Bowie, Non-Executive Board Member (Chair) 
Mrs Margaret Anderson, Non-Executive Board Member 
Ms Claire Gilmore, Non-Executive Board Member 
Cllr Hugh Hunter, Non-Executive Board Member 
Mr Bob Martin, Non-Executive Board Member 
Miss Lisa Tennant, Non-Executive Board Member 
 

Ex-officio: Dr Alison Graham, Medical Director 
Mr Derek Lindsay, Senior Information Risk Owner 
 

In attendance: Mr John Burns, Chief Executive, NHS A&A 
Dr Martin Cheyne, Chairman, NHS A&A 
Mr John Barrett, eHealth Programme Manager (Item 5) 
Mr Andy Grayer, Assistant Director, eHealth and Information Services 
Mrs Angela O’Mahony, Committee Secretary (minutes)  
 

Welcome: Mrs Bowie welcomed everyone to the meeting. 
 

1. Apologies for absence 
 

 

1.1 Apologies were noted from Mrs Jillian Neilson and Mr John Wright. 
 

 

2. Declaration of any Conflicts of Interest 
 

 

2.1 There were no conflicts of interest declared. 
 

 

3. Draft Minutes of the Meeting held on 7 March 2017 
 

 

3.1 Committee members approved the minutes of the meeting held on 
7 March 2017 as an accurate record of discussions, subject to the 
following amendments:   
 

 Page 1, Ex-officio members – change Mr Lindsay’s title to 
Senior Information Risk Owner 

 Item 5.1, third paragraph – change attendanywhere to 
“Attendanywhere”.   

 

 
 
 

4. Matters Arising 
 

 

4.1 Committee members noted the action log and all progress made.    
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5. Presentation on AYRshare 
 

 

5.1 Mr John Barrett provided a presentation on the AYRshare system 
which enables health and social care practitioners to share appropriate 
information about vulnerable children via a secure network, with 
appropriate consent, with the aim to improve outcomes for these 
children.  He advised that this was an integrated system which enabled 
secure and controlled access by Health, the Health and Social Care 
Partnerships and the three Local Authorities.  He outlined the growth in 
the use of the AYRshare system since it was introduced in 2013, 
commenting that 40% of registered users now access the system on a 
monthly basis.   
 

 

 Mr Barrett stated that the AYRshare Programme Board had agreed 
recurring revenue for system administration costs, to recruit a system 
developer and partly fund a project manager, and capital funding in 
2016/17 to upgrade the system’s infrastructure and enable secure 
testing.   
 

 

 Committee members were advised that robust governance 
arrangements were in place for AYRshare.  It was noted that the 
information governance Privacy Impact Assessment was updated on a 
regular basis and joint information governance arrangements were in 
place in relation to Freedom of Information, Data Protection and other 
activities.  Mr Barrett advised that work was taking place with the pan-
Ayrshire Information Governance Group to prepare access protocols to 
enable third parties to use AYRshare, and the Scottish Government 
Information Governance toolkit was being used to assist with this.   
 

 

 Mr Barrett outlined plans to further develop AYRshare in terms of 
performance management, improving access and features and the 
integration of existing clinical systems.  He advised that a development 
plan had been submitted to the AYRshare Programme Board for 
approval.  Mr Barrett advised, in response to a question, that the 
involvement of Police Scotland has been considered.   
 

 

 Committee members sought assurance in relation to arrangements for 
seeking consent for information sharing.  The Chief Executive assured 
that practitioners had a professional responsibility to adhere to 
information governance and information sharing protocols.  Committee 
members recognised that while there were risks associated with 
information sharing, the benefits of using AYRshare as an information 
sharing tool were substantial.  Committee members commented that it 
would be useful to use the information on AYRshare predictively to 
improve outcomes for vulnerable children in the future.    

 

   
 Outcome:       Committee members were fully supportive of the use of 

AYRshare as a secure information sharing platform.   
Committee members requested an assurance report at 
the next meeting setting out arrangements for securing 
consent and ensure that information is shared 
appropriately following information governance and 
information sharing protocols.   
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6. For Assurance 
 

 

6.1 Strategic Risk Register 
 

 

6.1.1 Dr Graham provided a progress report on the Strategic Risk Register 
which was reviewed and agreed at the Risk Management Committee 
meeting on 24 April 2017. Dr Graham highlighted the review dates for 
the two moderate risks relating to compliance with Information 
Governance and service business interruption – exposure to malware 
via email and she highlighted their respective review dates.  It was 
noted that there were no new Information Governance risks to report.    
 

 

 Committee members discussed the risk relating to service business 
interruption – exposure to malware via email and while the background 
to this was understood, it was felt that there should be an additional  
broad strategic risk relating to cyber security.    The Chief Executive 
stated that the Risk Management Committee would consider this and 
report back to the Committee.     

 
 
 
 

AG 

   
6.2 Public Records (Scotland) Act 2011 

 
 

6.2.1 Dr Graham reported progress in fulfilling the requirements of the Public 
Records (Scotland) Act 2011, specifically relating to the Records 
Management Plan and the organisation’s position in taking forward this 
programme of work.     
 

 

 Committee members were advised that a Corporate Records 
Management LearnPro module had been completed by 265 staff since 
the system went live in February 2017 and staff will be encouraged to 
complete this module.  It was noted that a document storage audit had 
been circulated to staff, with around 180 forms returned.  Dr Graham 
advised that the Information Governance team had attended most 
directorate management team meetings and awareness sessions will 
be arranged for staff.  She stated that the Corporate Records 
Management policy went live in April 2017.   
 

 

 Outcome: Committee members recognised the breadth and 
complexity of the work taking place and welcomed 
the progress made to date.  It was agreed that the 
Committee would monitor staff uptake in completing 
the LearnPro module.     

 

 

7. For Approval 
 

 

7.1 Information Governance Committee Annual Report 2016-17 
 

 

7.1.1 Committee members discussed and approved the Information 
Governance Annual Report 2016-17.   

 

   
8. Papers to Note 

 
 

8.1 Information Security Breach  

8.1.1 Dr Graham provided an update on security breaches which have  
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occurred within the Board during the reporting period.  She advised 
that one information security breach had been reported to the 
Information Commissioner’s Office (ICO) and the circumstances of the 
breach were still being investigated.  The ICO had not yet decided 
what, if any, action should be taken.  She advised that Mrs Neilson will 
monitor and report progress to a future meeting.  Committee members 
were advised that one breach had been reported to the Scottish 
Government and no further action was required in relation to this 
breach.   
   

 The Committee discussed the number of staff identified by the 
FairWarning audit as having potentially inappropriately accessed 
patient information.  Committee members asked if there was anything 
that could be done to further improve compliance.  Dr Graham advised 
that the Information Governance team will continue to send reminders 
to staff and that future reports will demonstrate when new systems 
have been added to the FairWarning system, to enable the Committee 
to monitor trends.   

 

   

8.2 Freedom of Information  

8.2.1 Dr Graham provided a report detailing activity relating to the Freedom 
of Information (Scotland) Act 2002 (FOISA) and Environmental 
Information (Scotland) Regulations 2004 (EIRs) for the period January 
to March 2017.  It was noted that 87% of FOI requests were responded 
to within the statutory timescale during this period.  Dr Graham advised 
that while performance had been good during the reporting period, 
future compliance may slip as a result of the resourcing issues being 
experienced by the FOI team due to long term sickness absence.  She 
commented that efforts will be made to provide backfill, however, this 
will be challenging due to the specialist knowledge required.   
 

 

 Committee members discussed the increasing number of FOI related 
requests and the organisation’s approach to managing requests and 
identifying exceptions. Dr Graham advised that there were strict 
guidelines to follow in handling FOI requests, which were often 
complex and involved a number of departments, and this made it 
difficult to assess requirements in terms of threshold.   
 

 

 Outcome: Committee members noted the report and would 
continue to monitor progress in delivering the 
Freedom of Information Action Plan 2017-18.     

 

   

8.3 IT Controls Audit Report 
 

 

8.3.1 Mr Grayer presented the Internal Audit report on IT General Controls 
which had been discussed at the Audit Committee on 8 February 2017.  
He advised that four Medium risks that had been identified across the 
IT general control framework and he provided an update on progress in 
reviewing these areas.    
 

 
 
 
 
 

 Committee members discussed Risk 3.2, relating to leavers’ access to 
clinical systems and the Windows network.  It was emphasised that the 
role of the line manager is key to ensure that leavers are removed from 
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(and new staff added to) the IT system timeously.  Committee 
members were content with the action agreed and it was requested 
that the timeframe for completion be brought forward to an earlier date.  
The Chief Executive advised that he would discuss this further with the 
HR Director outwith the meeting and report back to the Committee.   
 

 
 
 

JB 

 Committee members discussed Risk 3.3, relating to periodic user 
access reviews and the actions being taken to address this risk. It was 
noted that line managers have a key role in this area.  The Committee 
requested that the periodic user access review plan, including details of 
frequency, scale and timelines, be submitted to the next Committee 
meeting.   
 

 
 

AG 

 Committee members discussed risk 3.4, relating to eHealth approval of 
networked medical devices.  Mr Grayer assured, in response to a 
question, that medical devices purchased using the Endowment Fund 
were identified at the procurement stage.   
 

 

 Outcome: Committee members discussed and noted the 
report.  The Committee requested updates at the 
next meeting in relation to Risk 3.2 and Risk 3.3.   

 
 

   

8.4 Integration:  Data Sharing Partnership  

8.4.1 Mr Grayer advised that as the Data Sharing Partnership had not met 
since the last Committee meeting there was no update available.   

 

   

9. For Information 
 

 

9.1 Information Governance Pan Ayrshire Group minutes, 
22 February 2017 
 

 

9.1.1 Committee members noted the minutes. 
 

 

9.2 Information Governance Operational Delivery Group minutes, 
18 November 2016 and 8 February 2017 
 

 

9.2.1 Committee members noted the minutes.  
   
10. Any Other Competent Business  
   
10.1 Mrs Bowie advised that this was Councillor Hunter’s last meeting and 

she thanked him for his attendance and contribution to the work of the 
Committee.   

 

   
11. Date and Time of Next Meeting 

 Monday 7 August 2017 at 9.30am, Room 1, Eglinton House, Ailsa 
Hospital, Ayr 

 

 


