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Mrs Jillian Neilson 
Head of Information Governance 
 

Sponsoring Director: 
Dr Alison Graham 
Medical Director 

Date: 4 May 2017  
 

Recommendation 
 
The Board is asked to receive the Annual Report for the Information Governance 
Committee which was approved on Tuesday 2 May 2017.    
 

 

Summary 
 
The Information Governance Committee has an established framework and workplan to 
oversee and scrutinise information governance compliance within NHS Ayrshire & Arran.  
 

 
 

Glossary of Terms  
 

NHS A&A 
DPA 
FOI 
GDPR 
ICO  
PRSA 
RMP 
SIRO 
 

NHS Ayrshire & Arran 
Data Protection Act  
Freedom of Information  
General Data Protection Regulation  
Information Commissioners Office  
Public Records (Scotland) Act  
Records Management Plan 
Senior Information Risk Owner  
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Monitoring Form 
 

Policy/Strategy Implications 
 

Not required  

Workforce Implications 
 

Not required  

Financial Implications 
 

Not required  

Consultation (including 
Professional Committees) 
 

Information Governance Committee  

Risk Assessment 
 
 

Not required  

Best Value 
- Vision and leadership 
- Effective partnerships 
- Governance and 

accountability 
- Use of resources 
- Performance management 

 

Not required  

Compliance with Corporate  
Objectives 
 

Not required  

Single Outcome Agreement 
(SOA) 
 

Not required  

Impact Assessment 
Not required  
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NHS Ayrshire and Arran Information Governance Committee 
 
Annual Report 2016/2017 
 
 
1. Summary 

 
1.1 The Information Governance Committee was established four years ago.  The 

Committee has a remit to consider a range of areas including; Caldicott Principles, 
Freedom of Information, Data Protection, Information Quality, e-Health, IT Security 
and Data Sharing.  
 

1.2 The Information Governance Committee is also responsible for overseeing the 
development and implementation of a Records Management Plan for NHS Ayrshire & 
Arran to ensure records, both clinical and corporate are being managed throughout 
their lifecycle in compliance with Public Records (Scotland) Act 2011.   
 

1.3 Key Messages 

 Derek Lindsay, Director of Finance has been assigned the role Senior Information 
Risk Owner.  The role of the SIRO is to provide Board-level accountability and 
greater assurance that information risks are addressed. 

 NHS A&A’s Records Management Plan was approved by the Keeper of the 
Records of Scotland on an improvement basis.  A detailed programme of work is 
underway to implement the RMP.  

 
2. Remit 

 
2.1 The Committee’s Terms of Reference are detailed at Appendix 1 to this report. 

 
3. Membership 

 
3.1 The membership of the Information Governance Committee comprises:- 

     Mrs Lesley Bowie (Chair)  
     Mrs Margaret Anderson (joined the Committee on 1 August 2016) 
     Councillor Hugh Hunter 
     Mr Bob Martin 
     Miss Lisa Tennant (on maternity leave until 1 March 2017) 
     Ms Claire Gilmore  
     Dr Kirsty Darwent (left the Board on 30 June 2016) 
      

4. Meeting 
 

4.1 The Information Governance Committee met on five occasions between 1 April 2016 
and 31 March 2017.   
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4.2 The NHS Board has previously agreed that attendance at Committee meetings 
should be recorded in the relevant Annual Report.  The attendance record of each 
member is shown below (X indicates attended). 
 

    Dates 

 26.05.16 24.08.16 28.10.16 14.12.16 07.03.17 

Mrs Lesley Bowie 
(Chair) 

X  X X X 

Mrs Margaret 
Anderson (joined 
the Committee on 
1 August 2016) 

 X X  X 

Councillor Hugh 
Hunter  

 X  X X 

Mr Bob Martin  
X  X X X 

Miss Lisa Tennant 
(on maternity leave 
until 1 March 2017)  

    X 

Ms Claire Gilmore  X X  X  

Dr Kirsty Darwent 
(left the Board on 
30 June 2016) 

     

 

  
5. Committee Activities 

 
5.1 The Information Governance Committee routinely receives an information security 

breach report, decommissioning of premises reports as well progress reports on the 
information governance action plan, the implementation of the PRSA and FOI.  A 
regular update report is provided from the Data Sharing Partnership and also the 
Information Governance Pan Ayrshire Group, on progress in relation to information 
sharing developments and decision making within the Health and Social Care 
partnerships.  The Information Governance Committee maintains regular scrutiny of 
the risks associated with Information Governance; a Strategic Risk Register report is 
routinely discussed at each Information Governance Committee meeting.   
 

5.2 The Information Governance Committee oversees the development and 
implementation of NHS A&A’s RMP to support compliance with the PRSA. NHS 
A&A’s RMP was approved by the Keeper of the Records of Scotland in October 
2016.  The approval was on an improvement basis, the key areas for improvement 
include: the development of a Business Classification Scheme, define and implement 
destruction arrangements, make improvements to archiving and transfer 
arrangements and implement procedures and systems for system wide tracking of 
records.  The work plan supporting the development of records management 
improvements is underway.  Records Management Champions have been assigned 
and meet regularly.  A records audit is underway and a toolkit of records 
management policies, training and guidance is nearing completion.   
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5.3  Throughout  2016/17 two personal data related incidents were considered to meet 
the criteria for notification to the Information Commissioner’s Office.  These two 
incidents were duly reported.  The first incident was closed by the ICO with no 
regulatory action taken.  NHS A&A await further correspondence from the ICO with 
regards to the second personal data related incident.  
 

5.4  A key focus of the Information Governance Committee in 2016/17 was placing more 
focus on learning from information security breaches to mitigate further risk.  This has 
been achieved in the past year through the provision of in-depth reviews of 
information security breaches for scrutiny by the Information Governance Committee 
and subsequent recommendations for further action; including review and update of 
relevant policy, issuing communications or Learning Notes, assessment of 
organisation wide implications and oversight of actions to change procedures and 
provide assurance.  
 

5.5  As part of the delivery of DL (2015) 17 Information Governance and Security 
Improvement measures, NHS A&A appointed Derek Lindsay, Director of Finance to 
the role of SIRO.  The SIRO has attended training on the role and has become an 
ex-officio member of the Information Governance Committee as of May 2016.  The 
role of the SIRO is to provide board-level accountability and greater assurance that 
information risks are addressed. 
  

5.6  The Information Governance Committee sought to make improvements to FOI 
processes to improve compliance rates.  To support improvement, the FOI function 
has transferred to the Information Governance Department to ensure adequate 
resourcing of the function.  FOI remains a challenge to the organisation with the ever 
increasing volume and complexity of FOI requests received.  
 

6. Priorities for 2017/18 
 

6.1 The Information Governance Committee will continue to seek improvements to the 
FOI function and associated processes with the aim of increasing compliance with 
statutory deadlines but also to reduce the demand on staff resource throughout the 
organisation to compile the relevant information requested via FOI.  
 

6.2  The Information Governance Committee will continue to enhance the sharing of 
learning and mitigation of organisational risk following information security breaches 
thus strengthening and improving information security controls throughout NHS A&A.  
 

6.3  Overseeing the implementation of NHS A&A’s RMP will remain a high priority for the 
Information Governance Committee throughout 2017/18.  The Information 
Governance Committee will be seeking assurance that progress is being made on 
the key areas of improvement as identified by the Keeper of the Records of Scotland.  
 

6.4  The EU GDPR which will in effect replace the DPA will apply from 25 May 2018.  It is 
therefore of great importance that the Information Governance Committee oversees 
the planning and preparation within NHS A&A to support compliance with the GDPR.  
The Information Governance Committee is already sighted on the requirements as 
they presently stand through the submission of a GDPR Gap Analysis to the 
Information Governance Committee for the scrutiny.   
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7. Chair’s Comments 
 

7.1 I appreciate the support from all members of the Committee and thank them for their 
contribution.  I also want to record my thanks to all the staff who have supported the 
Committee over the past year.  
 
The Information Governance Committee continues to develop in the contribution that 
it makes to ensure the continued compliance with relevant legislation.  The 
Committee maintains regular scrutiny in areas of statutory responsibility whilst also 
seeking to improve our processes and procedures in order to efficiently execute our 
Information Governance responsibilities. 
 
Key areas of focus for the Committee in the coming year will include overseeing the 
implementation of the Records Management Plan as well as the preparation to 
support compliance with the EU General Data Protection Regulation. 
 
I conclude that the Information Governance Committee has fulfilled its remit and 
considers that there are adequate and effective arrangements in place to assure the 
Board of its Information Governance duties. 

 
 
 

Mrs Lesley Bowie 
Chair – Information Governance Committee 

    April 2017  
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Appendix 1 
 

NHS Ayrshire & Arran 
Information Governance Committee 

 
Terms of Reference 

 
  
1. Introduction 
  
1.1 The Information Governance Committee is identified as a Committee of the NHS 

Board.  The approved Terms of Reference and information on the composition 
and frequency of the Committee will be considered as an integral part of the 
Standing Orders. 

  
1.2 The Committee will be known as the Information Governance Committee of the 

NHS Board and will be a Standing Committee of the Board. 
  
2. Remit 
  

2.1 To provide assurance to the NHS Board that information governance is being 
discharged in relation to the Boards statutory duty for quality of care. 

  
3. Committee Membership 
  
3.1 The Committee shall be established by the full NHS Board and be composed of 

four Non-Executive members.  The Chair will be appointed by the Chairman of 
the NHS Board.  

  
3.2 Committee membership will be reviewed at least annually.  
  
4. Quorum 
  
4.1 Three Non-Executive members will constitute a quorum. 
  
5. Attendance 
  
5.1 The Medical Director, the Director of Corporate Support Services and the Head of 

Information Governance (as Chair of the Information Governance Operational 
Delivery Group) will attend in an ex-officio capacity to provide the Committee with 
advice and guidance.  The Chief Executive may also be in attendance. 

  
5.2 The Committee may co-opt additional advisors as required. 
  
5.3 With the prior approval of the Chair, the Medical Director and the Director of 

Corporate Support Services will be able to provide deputies on an exceptional 
basis. 

  
6. Frequency of Meetings 
  
6.1 The Committee will normally meet bi-monthly but will meet at least four times per 

annum. 
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6.2 The Chair may, at any time, convene additional meetings of the Committee. 
  
7. Authority 
  
7.1 The Committee is authorised to investigate any matters which fall within its Terms 

of Reference, and obtain external professional advice.  
  
7.2 The Committee may form one or more Sub-committees to support its functions.  
  
7.3 The Committee is authorised to seek and obtain any information it requires from 

any employee whilst taking account of policy and legal rights and responsibilities. 
  
7.4 The Committee will have the authority to require the attendance of any employee 

of NHS Ayrshire and Arran, as may be required.  
  
8. Duties 
  
 The Committee shall be responsible for the oversight of information governance 

arrangements within NHS Ayrshire and Arran.  Specifically it will:  
  
8.1 Consider and scrutinise the health system’s compliance with relevant legislation 

and performance against national standards with regards to information 
governance.  

  
8.2 Hold the relevant officers of NHS Ayrshire and Arran to account in respect of their 

compliance with relevant information governance legislation, organisational and 
national standards. 

  
8.3 Review action taken by the organisation on recommendations made by the 

Committee or the NHS Ayrshire and Arran Board on information governance 
matters.  

  
8.4 Monitor and review risks falling within its remit. 
  
8.5 Receive annual reports and quarterly updates on Information Governance 

performance in order to provide assurance and accountability. 
  
8.6 Provide assurance to the NHS Board on compliance with information governance 

legislation, organisational and national standards, highlighting issues, breaches 
and action being taken where appropriate. 

  
9. Conduct of business 
  
9.1 Meetings of Committee will be called by the Committee Chair.  
  
9.2  The agenda and supporting papers will be sent to members at least ten working 

days before the date of the meeting.  Any additional papers can be circulated via 
email. 

  
10. Reporting Arrangements 
  
10.1 Minutes will be kept of the proceedings of the Committee. These will be 

circulated, in draft normally within five working days to the Chair of the Committee 
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and within five working days thereafter to members, prior to consideration at a 
subsequent meeting of the Committee.  

  
10.2 The Chair of Committee shall provide assurance on the work of the Committee 

and the approved minutes will be submitted to the NHS Board meeting for 
information. 

  
10.3 The Committee will conduct an annual review of its role and function and report to 

the NHS Board in June each year. 
  
10.4 Items requiring urgent attention by the NHS Board can be raised at any time at 

NHS Board Meetings, subject to the approval of the Chair. 
 
 

 


