
   

1 of 8 

Draft minutes for approval 

 
 
 
 
Information Governance Committee 
Tuesday 7 March 2017 at 9.30am  
Board Room, University Hospital Ayr 
 

 

Present: Mrs Lesley Bowie, Non-Executive Board Member (Chair) 
Mrs Margaret Anderson, Non-Executive Board Member 
Councillor Hugh Hunter, Non-Executive Board Member 
Mr Bob Martin, Non-Executive Board Member 
Miss Lisa Tennant, Non-Executive Board Member 
 

Ex-officio: Dr Alison Graham, Medical Director 
Mr Derek Lindsay, Senior Information Risk Officer 
Mrs Jillian Neilson, Head of Information Governance 
Mr John Wright, Director of Corporate Support Services 
 

In attendance: Mr Andy Grayer, Assistant Director of e-Health and Information Services 
Ms Kathleen McGuire, Strategic Lead for Technology Enabled Care and 
Long Term Conditions 
Ms Helen Strainger-Boyce, Performance Manager, Department of 
Planning and Performance 
Mrs Angela O’Mahony, Committee Secretary (minutes)  
 

Welcome Mrs Bowie welcomed everyone to the meeting, in particular, Miss Lisa 
Tennant, who had recently returned from maternity leave, Mr Andy 
Grayer, who was attending the Committee for the first time in his new 
role, and invited guests.    
 

1.  Apologies for absence 
 

 

1.1 Apologies were noted from Ms Claire Gilmore.     
 

 

2.  Declaration of any Conflicts of Interest 
 

 

2.1 There were no conflicts of interest declared. 
 

 

3.  Draft Minute of the Meeting held on 14 December 2016 
 

 

3.1 The minute of the meeting held on 14 December 2016 was approved 
as an accurate record of discussions. 
 

 
 
 

4.  Action Log 
 

 

4.1 Item 6.2.1, Scottish Government’s review of the Records 
Management Code of Practice - Mrs Bowie commented that there 
should be more information available on this item at the next meeting.   
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 Item 7.3.1, Data Sharing Partnership – It was noted that an update 
on AYRshare would be provided at the next meeting.   
 
Committee members noted the action log and all progress made.  
 

 

5.  Presentation on Florence Telehealth System and Update on 
Technology Enabled Care 
 

 

5.1 Ms Kathleen McGuire provided a presentation on Technology Enabled 
Care (TEC).  She described the telehealth equipment being used to 
monitor patients with long term conditions at home, to encourage 
patients to self manage their condition and reduce unnecessary 
hospital admissions.  Ms McGuire stated, in response to a question, 
that older patients accepted this model of care well.  She advised that 
TEC could not make decisions about a patient’s care but it could assist 
clinicians to do this.  
 
Ms McGuire described how the Florence text system could be used to 
monitor mild to moderately unwell patients through the use of a simple 
telephone handset.  Ten GP practices had already signed up to use 
Florence and there were plans to roll out more widely.  She advised, in 
response to a question, that there was no facility at present to enable 
patients to have an on line chat, however, a face-to-face meeting would 
take place between a GP and patient before they give consent to 
receive TEC and information was available via leaflets and on devices.    
She commented that Florence was owned by the Board, which was 
responsible for developing protocols and sending texts.  It was noted 
that data processing arrangements were in the process of being signed 
off.   
 
Ms McGuire stated that a workshop had taken place on 14 March 2017 
to outline the attendanywhere system which had been purchased by 
the Scottish Government for roll-out across Scotland.  She advised that 
the system enabled consultants to hold video clinics and clinical 
meetings.  Tests of change in other Board areas had shown that this 
system reduced outpatient appointments and maximised the use of 
consultants’ time.   
 
Committee members were advised that consideration was being given 
nationally to the use of the Sensely telehealth system for use in the out 
of hours period, to enable home and mobile monitoring and triage to 
GPs and others via an agreed protocol. 
 
Ms McGuire assured the Committee that there were clear programme, 
clinical and information governance arrangements in place to support 
TEC.  Each model had an agreed service specification with standard 
operating procedures and a risk assessment was completed and 
approved by the pan-Ayrshire Clinical Governance Group, individual 
groups, Integration Joint Boards and Primary Care.   
 
Ms McGuire advised that a dashboard was being developed to provide 
real time clinical and financial information which would feed into the 
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Covalent performance management system and demonstrate the 
impact of TEC.  Ms McGuire assured Committee Members that all 
information would be aggregated and anonymised before being 
uploaded to Covalent.  Committee members asked if the data would be 
used to identify patterns or trends in terms of patient health going 
forward.  Ms McGuire advised that logic modelling was being used to 
identify short, medium and long term outcomes and whether this had 
resulted in fewer emergency admissions.  She advised that work was 
taking place with Public Health to consider contributory analysis and 
further discussion would be required in this area.     
 
Committee members were advised that work was taking place with the 
Scottish Government to consider Ayrshire and Arran as an exemplar 
Board in terms of TEC and sustainable redesign, moving from the 
current three year funding model (agreed up to June 2018) to 
streamlining into practice.  Ms McGuire commented, in response to a 
question, that the Health and Social Care Partnerships were 
considering how the Integrated Care Fund was being used in terms of 
TEC.  She stated that funding was mainly required for TEC equipment 
and core programme support going forward.   
 

 Outcome:   The Committee welcomed the initiatives outlined, in 
particular the Exemplar Board Project.  Committee 
members emphasised the need to ensure that TEC 
work was sustainable and the model could continue 
to be developed.   

 
 Committee members requested an update in six 

months time in relation to any further developments, 
including the use of performance data.   

 

 
 
 
 
 
 
 

AG 

6.  Performance, Scrutiny and Assurance 
 

 

6.1 Ms Strainger-Boyce provided a presentation on how the Covalent 
performance management system could be used to provide bespoke 
performance data for the Information Governance Committee, to 
facilitate discussion and provide assurance in terms of performance 
and governance in key areas, such as information security breaches 
and Freedom of Information requests.  She advised that the system 
would enable the Committee to agree actions and monitor 
performance in these areas.   
 
Committee members discussed other possible uses for Covalent, such 
as Datix reporting.  Ms Strainger-Boyce advised that while Covalent 
provided non-patient identifiable information, it would be possible to 
link to other systems to find out more detailed information with 
appropriate access.   
 

 

 Outcome: Committee members were supportive of the use of 
Covalent to provide Information Governance 
performance information specifically related to 
Information Security Breaches and Freedom of 
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Information requests, to support discussion at 
meetings.   

 
 Committee members agreed that it would be 

important for the Committee to continue to receive 
SBAR reports on particular issues, to enable greater 
understanding and interpretation.   

 
7.  NHS Scotland Information Sharing Toolkit 

 
 

7.1 Mrs Neilson provided a presentation on the NHS Scotland Information 
Sharing Toolkit, a guidance document with associated templates for 
use by all public authorities.  She advised that the toolkit, which 
superseded the previous Gold Standard and SASPI models, 
conformed to the Information Commissioner Office’s data sharing code 
of practice.  She commented that local information sharing guidance 
protocols were due to be reviewed within the next year and this would 
provide an opportunity to phase in the new information sharing toolkit. 
   

 

  Outcome: Committee members noted this update.  
 

 

8.  For Assurance 
 

 

8.1 Strategic Risk Register 
 

 

8.1.1 Dr Graham provided a progress report on the Strategic Risk Register 
which was reviewed and agreed at the Risk Management Committee 
on 7 February 2017.  She advised that there continued to be two risks 
related to compliance with Information Governance (tolerate) and 
service interruption and exposure to malware via email (cyberecurity) 
(treat).   
 

 

 Outcome: Committee members accepted the progress report 
for the risk management arrangements and 
approved the Information Governance Strategic Risk 
Register.  

 

 

8.2 Public Records (Scotland) Act 2011 
 

 

8.2.1 Mrs Neilson provided an update on progress with regard to fulfilling the 
requirements of the Public Records (Scotland) Act 2011.  She stated 
that further awareness raising had taken place via attendance at 
meetings, AthenA, the Daily Digest and a Stop Press.  She advised 
that the Corporate Records temporary internal archive was fully 
operational.  It was noted that a LearnPro module had been finalised 
and was live on the system and guidance relating to email policy and 
best practice had been circulated to staff.   
 
Mrs Neilson advised that a code of practice was awaited from the 
Scottish Government in relation to the records retention and disposal 
policy.  She had raised this at a national event in January and awaited 
feedback.   In the meantime, the Board would continue to progress 
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work using the current records retention and disposal policy.   
 
Mrs Neilson stated, in response to a question, that Records 
Management Champions were in place and bi-monthly meetings were 
taking place, however, there were issues in terms of the departmental 
resources available to implement policies and change records 
management.   
 
Mrs Neilson would submit a progress report to the Corporate 
Management Team later in the year.  Committee members were 
supportive of this approach.   
 

 Outcome: Committee members noted the progress being made 
to fulfil the requirements of the Public Records 
(Scotland) Act 2011.     

 

 

8.3 General Data Protection Regulation – Gap Analysis 
 

 

8.3.1 Mrs Neilson provided a presentation on the new General Data 
Protection Regulation which would come into effect on 25 May 2018.  
She gave an overview of the guidance provided by the Information 
Commissioner’s Office outlining the specific changes that will have to 
be made at Board and national level to meet the new Regulation.  She 
commented that the fines that could be imposed on organisations in 
breach of the Regulation would increase significantly.   
 
Mrs Neilson advised that local policy and procedure would have to be 
reviewed and an asset register implemented and consideration was 
being given to how this work should be taken forward, aligned to the 
Public Records (Scotland) Act 2011. 
 

 

 Outcome: Committee members noted and commended the 
work done to date in preparation for the new General 
Data Protection Regulation. 

 

 

9.  Papers to Note 
 

 

9.1 Information Security Breach  

9.1.1 Dr Graham provided a report outlining security breaches which have 
occurred within the Board during the reporting period.  She advised 
that one security breach had been reported to the Information 
Commissioner’s Office and one security breach had been reported to 
the Scottish Government.   
 
Dr Graham stated that following discussion at a previous meeting 
about the increase in Datix reported incidents between 2014 and 2016, 
a review of these 25 incidents had identified emails being sent to the 
wrong email address as a key theme.  She assured Committee 
members that whilst the number of incidents was small, the Board took 
this very seriously and she outlined the improvement actions being 
progressed to help reduce incidents in future.     
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 Outcome: Committee members noted the report and were 
assured by the improvement actions being taken to 
reduce Datix reported incidents. 

 

 

9.1.2 Dr Graham provided details of a data security breach that had occurred 
following a cyber attack on a company which stored limited staff 
information on behalf of the Board.  She advised that all staff affected 
had been informed and the breach had been reported to the Scottish 
Government and the Information Commissioner’s Office.  It was noted 
that this was a national issue and feedback was awaited from the 
Scottish Government.   
 
Committee members discussed the breach and emphasised the need 
to have clear data processing arrangements in place across the 
organisation, subject to regular review, for companies providing 
information processing services.     
 
The Chief Executive stated that he would produce a Chief Executive 
note to outline the process which should be followed if a contract 
involves data processing and to request that Directors, General 
Managers and Heads of Service undertake self-assessments for 
existing contracts.  He advised that discussion would take place with 
the Assistant Director for Health, Safety and Risk Management in 
terms of risk appetite and an update would be provided at the next 
meeting. 
 

 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

JB 

 Outcome: Committee members considered the report and 
requested that the actions detailed at 4.1 and 4.5 are 
included in the Committee’s action log.    

 
 Committee members requested that an update 

report should be submitted for the next meeting, 
including the work that has taken place with Finance 
to identify existing contracts with data processing 
agreements.   

 

AO 
 
 
 

AG 

9.1.3 Dr Graham reported a recent security incident which involved the loss 
of a box containing several DVDs on which there were hundreds of 
patients’ scans.  This was following a recent departmental move.   She 
advised that the box contained patient information which was not highly 
sensitive and not readily identifiable and there was no clinical risk 
involved.  She assured that every effort had been made to relocate the 
box but it was believed that it had been accidentally disposed of with 
waste.   
 
Dr Graham outlined the recommendations following this incident in 
relation to Information Governance and safe information handling, 
processes for retention of records and alternative options for storing 
images.     
 
The Committee discussed the incident in some detail.  Committee 
members were concerned as to the high volume of patient scans 
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contained on the DVDs.  The Committee heard that further enquiries 
had not revealed what had happened to the box, however, there was 
some assurance that the patient information contained on the DVDs 
was not readily identifiable and there was no clinical risk to patients.   
 

 Outcome:   Committee members considered the report and how 
the incident should be handled in terms of risk 
management.  Committee members agreed that a 
report should be sent to the Scottish Government 
and an update report should come to the next 
Committee meeting.   

 

 
 
 

AG 

9.2 Freedom of Information 
 

 

9.2.1 Dr Graham provided a report detailing activity relating to Freedom of 
Information (Scotland) Act 2002 (FOISA) and Environmental 
Information (Scotland) Regulations 2004 (EiRs) activity for the period 
October 2016 to December 2016.   
 
Committee members were advised that 87% of FOI requests were 
responded to within the statutory timescale during the reporting period 
and the annual compliance rate was 89%.  Dr Graham commented that 
while this performance was good, the Board was working to achieve an 
excellent rating (95%-100% compliance).  She outlined the 
improvement actions being taken to improve compliance rates going 
forward. 
 
Committee members commented on the number of late requests within 
Acute Services.  Dr Graham stated that this should be seen in the 
context of the increasing demands facing Acute Services and she 
would feed back the Committee’s comments to the Director for Acute 
Services.     
 
Committee members discussed the increasing number of FOI requests 
seeking professional contact details for staff and while it was 
understood that many of these would be for legitimate reasons, there 
was concern that this information could be passed to third parties.  
Committee members emphasised the need to have strong links in 
place between FOI staff and Directorates.   
  

 

 Outcome: Committee members considered and noted the 
Freedom of Information Report. 

 

 

9.3 Integration:  Data Sharing Partnership 
 

 

9.3.1 Mr Grayer reported that as the last Data Sharing Partnership meeting 
had been cancelled there was nothing to report.   
 

 

10.  For Information 
 

 

10.1 Review of Data Security Consent and Opt-outs  
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Dr Graham provided an overview of the National Data Guardian 
Review of Data Security, Consent and Opt-outs (Caldicott 3) review 
and its 20 recommendations.  It was noted that the Chief Medical 
Officer for Scotland had provided a formal response on how the 
proposals may work in Scotland.  Following the review, an Information 
Governance Summit had taken place to set the future direction for 
Information Governance of health and social care data used in the 
context of Caldicott 3.   
 

 Outcome: Committee members noted the report. 
 

 

10.2 Information Governance Pan-Ayrshire Group minutes, 
22 February 2017 
 

 

 Committee members noted the minutes of the meeting held on 
22 February 2017.  
 

 

11.  Any Other Competent Business 
 

 

11.1 Mr Lindsay stated that there were plans to implement eESS, a new 
national HR system, across Scottish Boards and advised that he had 
received a request to allow information from existing systems, such as, 
payroll, SSTS, Empower and the Swiss workforce system, to be 
integrated on a one-off basis to the new system. He had contacted the 
former Assistant Director of eHealth, Denise Brown, to seek her views 
and she was comfortable with this approach.  He had agreed that 
information, including financial management information relating to 
cost centres only, could be integrated to the new HR system.  
Committee members noted and were supportive of this approach.   

 

   
12.  Date and Time of Next Meeting 

 Tuesday 2 May 2017 at 9.30am, Board Room, University Hospital 
Ayr 

 

 


