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Information Governance Committee 
Wednesday 14 December 2016 at 3pm  
Skills Lab, Education Centre, University Hospital Ayr 
 

 

Present: Mrs Lesley Bowie, Non-Executive Board Member (Chair) 
Ms Claire Gilmore, Non-Executive Board Member 
Councillor  Hugh Hunter, Non-Executive Board Member 
Mr Bob Martin, Non-Executive Board Member 
 

Ex-officio: Dr Alison Graham, Medical Director 
Mr Derek Lindsay, Senior Information Risk Officer 
Mr John Wright, Director of Corporate Support Services 
 

In attendance: Ms Denise Brown, Assistant Director of eHealth 
Ms Kirstin Dickson, Head of Service, Planning and Performance (Item 5) 
Mrs Angela O’Mahony, Committee Secretary (minutes)  
 

1. Apologies for absence 
 

 

1.1 Apologies were noted from Mrs Margaret Anderson, Mr John Burns, 
Mrs Jillian Neilson and Miss Lisa Tennant.   
 

 

2. Declaration of any Conflicts of Interest 
 

 

2.1 There were no conflicts of interest declared. 
 

 

3. Draft Minutes of the Meeting held on 28 October 2016 
 

 

3.1 The minutes of the meeting held on 28 October 2016 were approved 
as an accurate record of discussions. 
 

 
 
 

4. Matters Arising 
 

 

4.1 Matters arising from the last meeting had been previously circulated 
and all progress was noted.    

 

   
5. Performance Scrutiny and Assurance 

 
 

5.1 Ms Dickson provided an overview of work taking place to revise and 
develop the performance scrutiny and assurance approach being 
used in the organisation.  She advised that each Governance 
Committee would be asked to identify the performance information it 
required and appropriate data would be provided via a performance 
portal tailored to the Committee’s needs.  She emphasised that this 
was still work in progress with quarterly updates going to the 
Corporate Management Team.   
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Ms Dickson commented, in response to a question, that the 
performance portal would be updated regularly and the frequency of 
updates would vary depending on the information required.  She 
assured that there would be no duplication as information would be 
drawn from the same data.   
 
Ms Dickson provided a presentation describing the portal’s web 
based format based on the four main pillars of Service, Quality, 
People and Finance to identified indicators.   She advised that each 
indicator would have a high level picture showing the status of red, 
amber and green. She demonstrated the portal’s functionality and 
interactive ability to drill down and provide current values and data on 
a device of choice.  This included notes which would provide the 
definition of a target, any remedial work being undertaken to achieve 
it and the current position.  It was noted that external links were also 
available including the National Services Scotland (NSS) Discovery 
tool, a national benchmarking tool allowing all comparisons to be 
made between this and other NHS Boards and national averages.    
 
Committee members discussed the interface between management 
and operational IT systems, for example, in relation to Freedom of 
Information data.  Ms Dickson advised that the Committee could 
access operational performance data if required but this would be 
subject to appropriate permission levels being set.  Ms Brown 
commented that there was good organisational information available 
in relation to cyber attacks.   
 

 Outcome: Committee members welcomed work taking place 
to revise and develop the performance scrutiny and 
assurance approach being used by the 
organisation.  Committee members would give 
consideration to the performance data required by 
the Committee going forward. 

 
 
 
 
 

   
6. For Assurance 

 
 

6.1 Corporate Risk Register 
 

 

6.1.1 Dr Graham presented the Corporate Risk Register which had been 
reviewed and agreed at the Risk Management Committee on 
1 November 2016 and at the Board meeting on 12 December 2016.  
She commented in relation to Objective Five, Risk Management 
Competencies that the Risk Management Team had recently 
undergone a significant change of staff and two (1.5WTE) Risk 
Management Advisors had recently been successfully recruited.   
 

 

 Dr Graham advised that there continued to be two risks relevant to 
the Committee relating to compliance with Information Governance 
(tolerate) and service interruption and exposure to malware via email 
(cybersecurity) (treat).   
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 Outcome: Committee members accepted the progress report 
for the risk management arrangements and 
approved the Information Governance Corporate 
Risk Register.   

 

   
6.2 Public Records (Scotland) Act 2011 

 
 

6.2.1 Dr Graham provided an update on progress being made to fulfil the 
requirements of the Public Records (Scotland) Act 2011.  She 
advised that an Improvement Plan had been agreed to address the 
areas raised by the Keeper of the Records of Scotland and work was 
progressing although there had been slippage in some areas.  She 
commented that awareness raising with senior management had 
started and records management champions had been identified.   
 
It was noted that due to the decommissioning of the buildings located 
in Simpson Street at University Hospital Crosshouse, work was 
undertaken to appraise and dispose of or relocate records held there 
and this had allowed for a temporary Corporate Records Archive area 
to be identified.   
 
Dr Graham advised in relation to Action 4.7, that the development of 
an organisational Retention and Disposal Policy had been put on 
hold due to a national review of the Scottish Government’s Records 
Management Code of Practice. Committee members requested that 
the completion date for this item should be reviewed to ensure it is 
achievable.   
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

AG/JN 

 Outcome: Committee members considered and noted the 
progress being made to fulfil the requirements of 
the Public Records (Scotland) Act 2011.  
Committee members were assured by the level of 
detail provided in the Improvement Plan in terms of  
progress being made and areas of slippage.  

 

   
7. Papers to Note 

 
 

7.1 Information Security Breach 
 

 

7.1.1 Dr Graham provided an update on information security breaches 
which have occurred within NHS Ayrshire & Arran during the reporting 
period and any consequential organisational learning or activity.  She 
advised that no information security breaches were reported to the 
Information Commissioner’s Office and no information breaches were 
reported to the Scottish Government during the reporting period.  
 
Dr Graham advised that following discussion at the last meeting, 
Caldicott, Confidentiality and Data Protection incidents between 2014 
and 2016 had been reviewed.   She reported that key themes 
identified related to letters being posted to the wrong address or 
emails being sent to the wrong person.  It was noted that there had 
been a higher frequency of incidents within mental health services but 
further enquiries had not revealed any systemic failures.    
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Dr Graham reported that there had been an increase in the number of 
staff identified by the FairWarning audit as having potentially 
inappropriately accessed patient information in January 2015.  It was 
noted that this had coincided with the addition of another system 
being monitored using the FairWarning tool.  Committee members 
were advised that the number of potential inappropriate access 
incidents identified in October 2016 remained low and there was 
much greater awareness among staff about inappropriate access to 
patient records.   
 
Dr Graham advised that the majority of NHS A&A IT systems were 
covered by FairWarning and consideration was being given to 
including IT systems used by independent contractors.  Mrs Bowie 
commented that it would be useful to identify when new systems 
would move to FairWarning to enable this to be taken into 
consideration when discussing future reports.  Dr Graham 
emphasised the need to raise awareness prior to the introduction of 
new systems to FairWarning. 
 

 Outcome: Committee members considered and noted the 
Information Security Breach report.   

 
 Committee members were concerned at the 

increase in Caldicott, Confidentiality and Data 
Protection incidents between 2014 and 2016 and 
requested that Information Governance awareness 
raising should take place among staff. 

 
 Committee members welcomed the reduction in the 

number of staff identified by FairWarning as having 
potentially inappropriately accessed patient 
information.   

 

   
7.2 Freedom of Information 

 
 

7.2.1 Dr Graham provided a report outlining activity relating to Freedom of 
Information (Scotland) Act 2002 (FOISA) and Environmental 
Information (Scotland) Regulations 2004 (EIRs) for the period August 
to September 2016.  She advised that 90% of FOISA requests were 
responded to within the statutory timescale during this period.  It was 
noted that the annual compliance rate between January and 
September 2016 was 89%.   
 
Dr Graham advised that she had recently taken on management 
responsibility for FOI and she had asked the FOI team to compare 
FOI reporting arrangements to other Board areas and to develop a 
new approach for future FOI reports.   
 
Committee members discussed the internal review undertaken in 
relation to O&HRD following a request for information from a private 
person.    
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 Outcome: Committee members considered and noted the 
Freedom of Information report. 

 

   
7.3 Integration – Data Sharing Partnership 

 
 

7.3.1 Ms Brown provided an update on the work underway within the 
Ayrshire Data Sharing Partnership (DSP).  She advised that 
AYRshare integration with the SWIFT Social Work system had been 
completed and a record retention policy for AYRshare had been 
reviewed and agreed.  It was noted that information sharing 
workshops had been organised by the Head of Information 
Governance with Health and Social Care Partnership senior 
managers and the pan Ayrshire Information Governance Group.   
 
Committee members discussed the challenges in establishing an IT 
network with South Ayrshire Council.  Ms Brown advised that this 
work had been delayed but was now progressing. 
 

 

 Ms Brown advised that she had raised the issue of data sharing and 
technology enabled care (TEC) at the last DSP meeting.  The DSP 
had requested that data mapping should take place to identify where 
data is held in the TEC landscape.  It had been agreed that TEC 
should be a standing agenda item.  Ms Brown commented that she 
had met with Kathleen McGuire, Community Ward Manager, and 
work had started on data mapping.  Business intelligence would work 
with the TEC team in terms of data reporting.  Ms Brown advised that 
TEC would also be discussed at the eHealth Steering Group to 
monitor progress and consider how to align TEC to wider 
organisational work and the eHealth Development Plan.  Committee 
members discussed TEC in terms of funding, data sharing and 
information governance and they requested clarity about future 
reporting and governance arrangements.     
 
Committee members discussed AYRshare and the need for robust 
data sharing and information governance arrangements going 
forward.  It was agreed that a member of the AYRshare team would 
be invited to a future meeting to provide a demonstration on the 
AYRshare system.   
 

 
 
 
 
 
 
 
 
 
 
 
 

AG/DB 
 
 
 
 

DB 

 Outcome: Committee members noted the report and 
welcomed the good progress being made by the 
Data Sharing Partnership.  Committee members 
requested that further discussion takes place at the 
next meeting in relation to Technology Enabled 
Care. 

 

   
8. For Information  

8.1 Review of Data Security Consent and Opt-outs  

8.1.1 It was agreed that this agenda item would be deferred to the next 
meeting on 7 March 2017.   
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8.2 Information Governance Pan-Ayrshire Group meeting,  
16 November 2016 
 

 

8.2.1 Committee members received and noted the minutes of the meeting 
held on 16 November 2016.  

 

   

9. Any Other Competent Business 
 

 

9.1 Committee members congratulated Denise Brown on her new role 
and wished her well for the future.  

 

   
10. Date of Next Meeting 

 
 

 Tuesday 7 March 2017 at 9.30am, Board Room, University 
Hospital Ayr 

 

 


